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ABSTRACT 

Network monitoring, prediction and control system in a local area network using empirical risk 

minimization is developed in securing any network and the users. The network algorithm will 

sequentially protect the network of any organization from intruders, monitor and control local area 

network and predict the activities of users in the network. The result of this network monitoring proved to 

be reliable as any user in the network is monitored automatically on his/her activities within the network 

and could block any unauthorized and fraudulent users in the network through the rigorous algorithms. 

This network monitoring provides the administrators quick feed backs on the activities of every intended 

users and possible intruders before they cause harm to the entire network so that the administrator can act 

fast. The monitoring and control system was tested and found monitor the daily activities of the clients, 

has a great impact on memory management of the server, detected active users and provide accurate 

evidence on corporate fraud when investigation is being carried out in an organization with regards to 

date and time save activity log of every user’s daily activities. 
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1.0 INTRODUCTION:  

Network monitoring describes the use of a 

system that constantly monitors a computer 

network for slow or failing components and that 

notifies the network administrator, it can also be 

said to be the use of logging and analysis tools 

to accurately determine traffic flows, utilisation, 

and other performance indicators on a network, 

Database(2017). Good monitoring tools give 

you both hard numbers and graphical aggregate 

representations of the state of the network.  

This helps you to visualise precisely what is 

happening, so you know where adjustments may 

be needed. An intrusion detection system 

monitors a network for threats from the outside, 

a network monitoring system monitors the 

network for problems caused by overloaded 

and/or crashed servers, network connections or 

other devices. This technical report provides 

insight into the area of local network 

monitoring. As more people communicate using 

networks, networks have become bigger and 

more complex. The proliferation of the internet 

has increased the pace of network expansions.  

At this age of big and complex networks as 

shown in Fig 1, network monitoring applications 

need to use effective ways of checking the status 

of their networks so that network management 

applications can fully control their network and 

provide economical and high-quality networking 

services to the users, Olivier (2011), Simmons 

(2017). 
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Fig.1: Overview of client, server, administrator and database (Source: John (2021)) 

 

2.0 LITERATURE REVIEW 

A computer network can be defined as a 

grouping or interconnection of different 

computers on a single platform for information 

exchange among various nodes (clients), Gaglio, 

et al., 2016.In a technology context, network is 

usually short for "computer network" or "data 

network" and implies that computers are the 

things sharing the meaningful information. 

Therefore gathering basic host information, such 

as its location and security aspects of its 

connection (if is it encrypted, via a physical line 

or if the connection is private) is critical to 

network design and monitoring, Apostolou 

(2000).  

Network monitoring involves observing and 

analysing the status and behaviour of part or the 

entire network that create what needs to be 

monitored and managed, Glass (2020), 

Solomon(2018). Furthermore, the advanced 

database technology along with internet has 

proved faster communication and worldwide 

connectivity, SQL(2017). In designing computer 

networks, many researchers have proposed 

various methods to secure the network in a local 

area network, Kurose, et al., 2012, designed 

Quality of Service(QS) that can monitor the 

bandwidth of network transfer in a medium to 

ascertain whether what the user is paying for is 

what he is getting. In this type of network, every 

computer can communicate with all the other 

machines on the network, but in general each 

one stores its own files and runs its own 

applications. Also, Apostolou (2000), designed a 

client-server network, where one or more servers 

will perform critical functions on behalf of the 

other machines (the clients) on the network but 

devoid of monitoring. It is worthy to note that 

network monitoring systems are much different 

from intrusion detection systems (IDS) , Object-

oriented analysis and design(2017), and this is 

where this paper is anchoring on providing a 

network monitoring system that monitors the 

activities of users at any particular moment 

using empirical risk minimization. 

 

3. MATERIALS AND METHODS 

Figure 2 shows the network monitoring 

architecture of the network monitoring system. 

The users are the clients that were granted 

access by the network administrator. The system 

is not limited to few numbers of systems, but 

can take as many systems as possible. The data 

set for this research paper is from users of Abia 

State University information communication 

unit. The unit has 350 computers, but for the 

purpose of this research, a pilot test was done on 
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200 Client computers with 200 users used to 

design the monitoring system.  

 

 

 

Admin
platform

User 2User 1 User 3 User n

Machine Learning
Predictor Xn and Yn

Monitor with

Empirical Risk minimization
 

Fig. 2: The Network Monitoring Architecture 

. 

In the network architecture, the empirical 

predictor monitors and predicts the users using 

machine learning as shown in figure 1 which are 

computer on a network namely  user 1, user 2, 

user 3 to user n. It from the network predictor 

that the empirical risk minimization is 

constructed to monitor the activities of the 

clients through the activity logs. 

3.1 Network Monitoring Algorithm 

The network monitoring algorithm employed in 

this work is predictor function and the empirical 

risk minimization under supervised machine 

learning.  

3.1.1 Construction of the Predictor Function 

Let yn be the target, response variable and 

annotation. The datasets (clients log activities) 

will be written as a set of label pairs as 

 (1) 

The predictor algorithm considers the variables 

x and y as the last activity and present activity to 

predict users next activity Barry (2006), Charp 

(2009).  

 

From equation 1, will construct a prediction 

function that will act on the clients log activities 

using the input variables. This predictor function 

is given in equation 2. 

   (2) 

Where the input vector x is D-dimensional (has 

D features of the previous activity logs of the 

clients on the network, and the function f then 

applied to it (written as f(x)). 

By placing a restriction on the D-dimensional 

features, we can then place a predictor 

restriction given in equation 3. The essence is to 

restrict more prediction on client activities in 

order not dive into the much private activities of 

the clients except for the fraudulent activities. 

Constructing this restriction we have; 

   (3) 

Where in equation 3, θo and θ
T
x are the initial 

predictor restriction and final state predictor 

transformational transpose.  
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3.1.2 Applying Empirical Risk Minimization 

From equations 1, 2 and 3, we apply supervised 

learning on the transformed clients log activities 

on the scalar labels . The supervised 

learning trains the pairs of labels (x1, y1), …, 

(xN,yN). Given this data, we would estimate a 

predictor shown in equation 4 

   (4) 

Equation 4 is parametrized by θ. To find the 

parameter θ
*
, we need to fit the client log 

activities data very well depicted in equation 5, 

that is, 

     for all n = 1  (5) 

Equation 5 represents the final predictor of the 

clients on network using empirical risk 

minimization in terms of supervised learning. 

3.2 Analysis of the Network Monitoring 

System 

 The research applied data flow diagram (DFD) 

to analyse the network management system for 

the administrator as depicted in Figure 3 and the 

network management for the client computers as 

shown in Figure 4. Furthermore, the sequence 

diagram is applied in analysing the data flow of 

the entire network monitoring system as 

depicted in Figure 5. 



APPLICATION OF EMPIRICAL RISK MINIMIZATION IN NETWORK MONITORING AND CONTROL 

 

Odikwa et al., Clifford University International Journal of Development Studies (CLUIJODS). Volume 2(December, 

2022). Pp 1 – 11 

  5 

  

 
 

Fig. 3: Flowchart for the Network Management System 
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Fig. 4: Flowchart for the Client Network Management System 

 

 

Figures 3 and 4 are the flow diagrams of the 

administrator’s network management system 

and the client network management system. The 

administrator’s management control system 

allows the administrator of the network to have 

its login details created and also to validate the 

authenticity of the administrators login 

parameters. This to ensure that unauthorized 

administrators would not have access to the 

network thereby compromising the veracity of  

 

the network. It also allows for the registration of 

a good number of valid administrators that will 

be able to manage the network. The client 

network management system is developed to 

create administrators profile, set administrators 

limit by adding prediction restrictions, add 

clients on the network by creating valid login 

parameters to the users of the network. As 

shown in figure 4, the client network 

management system views user activities, saves 
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the user log activities and also monitor the 

activities of the users on the network.  

 

 

 

 

 

Admin User 

1.Admin registers user 

2 Creates login details for users

LAN/WAN
Network

3. User logs into the 
   network with login details

4. Transmits n scalar labels
represented by the users.

Predicts the activities of n scalar 
users in the network                    5.

Find a good predictor of activities
of each user                               6

Creates report of each user’s
activities                                  7

Empirical
Predictor

Develops action plan       8

 
 

Fig 5: Sequence Diagram of the System 

 

The figure 5 shows the sequence diagram of the 

empirical predictor network monitoring which 

has the administrator, which registers new users 

and creates login details for them. The user must 

login with the details provided by the network 

administrator. The predictor develops action 

plan for representing every user’s activities on 

the network and uses an n scalar to predict 

activities of users in the network. The empirical 

predictor creates report of each user in a log  

 

which the administrator of the network 

documents. The predictor also is designed to 

have the ability of any suspected user in the 

network that exhibits fraudulent behaviours.  
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4.0 EXPERIMENTS AND RESULTS  

A number of experiments were conducted after 

the design of the monitoring system. The 

experiments were carried when the user 

interfaces of the network monitoring were 

designed with Java.Net. The interfaces are those 

depicted in figure 5, 6 and 7 below. Before 

deploying the monitor, the monitor was 

experimented with a computer simulation as 

shown in figure 4. The essence of this computer 

simulation is to ascertain the performance of the 

system before the actual deployment. 

 

 

 

 

 

 

 
Fig. 6: Admin Monitory Page 

 

  

 
Fig. 7: Admin Monitor Page-II 
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Fig 8: Monitoring Result Page 

 

 

 
Fig. 9: Network Monitoring Prediction Accuracy 

. 

 

5.0 DISCUSSION OF RESULTS 

This research work discusses Network 

monitoring in LANs as a means of information 

collection function of network management min 

LANs. Monitoring is a routine checking of the 

day-to-day program activities of an organization 

to determine whether or not activities are being 

performed on schedule, resources are being  

 

 

utilized efficiently, and short-term targets for 

outputs are being achieved in accordance with 

project work-plans and prediction. Network 

monitoring applications are created to collect 

data for network management applications. The 

figure 5 shows the admin page. This page is 

where the admin creates account details 

necessary for login into the admin monitor page 
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and thereby have access to the monitoring 

dashboard of the client computers. The purpose 

of network monitoring is the collecting of useful 

information from various parts of the network so 

that the network can be managed and controlled 

using the collected information. Most of the 

network devices are located in remote locations.  

These devices do not usually have direct 

connected terminals so that network 

management application cannot monitor their 

statuses easily. Thus, network monitoring 

techniques are developed to allow network 

management applications to check the states of 

their network devices.  

As more and more network devices are used to 

build bigger networks, network monitoring 

techniques are expanded to monitoring networks 

as a whole.  This research work has developed a 

more robust network monitoring in the model of 

predicting users in the network by monitoring 

their activities and predicting what each user 

could do at any time. The figure 7 shows the 

admin monitor page for the monthly activities of 

the communicating systems across the network.  

The monthly log activities are displayed on the 

dashboard of the admin monitor. From figure 8, 

the monitor, monitored and predicted the 

activities of the six clients on the network, the 

first client was monitored to be checking mail, 

the second was checking journals on google, the 

third client was composing mail, and the fourth 

client was on YouTube tutorials, the fifth client 

was checking mails while the sixth was on 

Wikipedia.  

Figure 9 shows the prediction accuracy of the 

network monitoring system. The system 

exhibited a high accuracy in detecting and 

monitoring the activities of the client computer 

users. The log table documentary provided 

substantial information to the network 

administrator. The essence is that, any computer 

user in the network could be predicted 

immediately and thus prevents fraud in the 

network or any other form of criminality. The 

system is designed in such a way that illegal 

activities could be blocked immediately 

detected, this makes the system robust and 

secured 

 

 

6.0 CONCLUSION 

The network monitoring and prediction designed 

was able to achieve carry out effective 

communication between client and server, which 

enables file/device sharing as well as monitoring 

within computer networks and the traffic 

analysis (NetFlow).  With this network empirical 

predictor, the log activities of the system are 

saved on a central hard disk which makes it easy 

for backup by the system administrator. This is 

also very important for reasons of security and 

or investigation to provide high security check, 

that only authorized user can access resources in 

the computer network. The empirical predictor 

increases security of maintaining system 

integrity by observing the various activities of a 

user and predicting its next activity on the 

network. On implementation of this system 

which involves monitory and control, errors are 

easily detected, monitored and controlled for 

efficient system performance.  
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